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1
Decision/action requested

To agree the proposed pCR for TS 33.501
2
Rationale

The companion discussion paper (S3-172234), details the proposed potential alternative solutions and this contribution propose the pCR for TS 33.501 on the alternative solution 2.
3
Detailed proposal

****************** Start of Changes ************************

6.x
Securing the Network Steering Information

Whenever AUSF receives the Authentication Initiation Request (5G-AIR) from the SEAF in the VPLMN, the AUSF shall include the integrity protected preferred PLMN and RAT list in the 5G Authentication Initiation Answer (5G-AIA) message and sends it over N12. The AUSF use the HPLMN anchor key (KAUSF) to derive an integrity protection key (KAUSF_Int) and use the KAUSF_Int for integrity protection of the preferred PLMN and RAT list. The SEAF shall include the received protected PLMN and RAT list in the Auth-Req NAS message and sends it over N1. The UE shall derive the HPLMN anchor key and further keys in the same way as the AUSF and verifies the integrity of the received preferred PLMN and RAT list. The UE shall performs the PLMN selection, if the protected PLMN and RAT list is not included in the Auth-Req NAS message or verification of integrity of the list is not successful or the currently selected PLMN is not the preferred PLMN provided by the HPLMN.

Editor’s Note: HPLMN anchor key and further key derivation, Negotiation of the integrity algorithm and input parameters for integrity algorithm are FFS.
****************** End of Changes ************************

